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Please feel free to leave questions in our Q&A box 

Music by Coma-Media from Pixabay



Are You Cybersecurity Ready? Webinar Series

June 14, 2023
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Art Ocain | Field CISO and CIO | Airiam Alan Villaseñor | SOC Manager | Airiam



Your Dedicated Team



Airiam’s mission consists of three interconnected and bold ambitions:

• Offer the best IT management products and services.

• Build the best-in-class cybersecurity platform.

• Create more value for businesses through resilience.

Mission
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As Featured In

Airiam’s mission is to become a trusted partner to businesses 
everywhere—offering products and services that help businesses safely 
and strategically adapt as technology and security needs evolve.

Born from the Fusion of Five Amazing Companies
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hours of experience 
responding to 
ransomware and 
other cybersecurity 
incidents, which 
inform our strategy.

50,000+
ransomware 
incidents 
responded to per 
year ranging from 
SMB to Fortune 100 
companies.

100+
servers, workstations 
& networks  recovered, 
rebuilt and restored.

25,000+
recovery guarantee 
for your organization 
if an incident 
happens while you 
are fully protected by 
Airiam.   

$2M
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• Lewisburg, PA

• Salisbury, MD

• Houston, TX

• Milwaukee, WI

• Rockville, MD
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1. Different Types of & Most Common Threats
2. Importance of Active Monitoring
3. How To Actively Monitor Threats
4. Tool & Techniques
5. Respond & Improve



You need to know the threat to protect 
against it.



How many types of threats do 
you think exist?

Your answer will be anonymous.
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Malware Data 
Breaches

Phishing 
Attacks
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According to the AV-TEST Institute, 
an independent research institute 
for IT security from Germany, more 

than 450,000 new malicious 
programs (malware) and potentially 

unwanted applications (PUA) are 
registered daily.

According to Spanning’s Tech 
Trends & Insights 2022 Survey 

Report, 14% of SMBs and 27% of 
MMEs experienced a data breach 
incident in 2022. Of these, 60% of 

the attacks against SMBs and 35% 
against MMEs occurred during the 

second half of 2022.

APWG detected 64,696 unique 
phishing email subject lines in July, 

430,141 unique phishing websites in 
August and 637 phishing campaigns 

targeted toward organizations in 
September 2022.









What do all these threats do?









How do you actively monitor 
your threats?

Your answer will be anonymous.

(This is a multiple-choice answer)



What routines can I start to introduce?
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Threat Intelligence Gathering
Subscribe to services that provide information about the latest threats, vulnerabilities, and 
attack techniques. They also stay updated on emerging risks that could affect their 
industry and the technology they use.

Security Information and 
Event Management (SIEM) 
System

Use SIEM to collect and analyze information about security events and logs from different 
sources, such as network devices, servers, and endpoints. This system helps monitor 
security in real-time, find connections between events, and send alerts if something 
suspicious is happening.

Intrusion Detection and 
Prevention Systems (IDS/IPS)

Install systems that can monitor the network traffic coming in and out of systems. These 
systems look for signs of potential intrusions or malicious activities. They can identify 
known attack patterns, detect unusual behavior, and block suspicious network traffic.

Log Monitoring and Analysis
Regularly review and analyze logs. By looking for patterns, anomalies, and suspicious 
activities in these logs, you can spot any signs of a security incident or breach.

Endpoint Detection and 
Response (EDR)

Use EDR to monitor and detect suspicious behavior on individual devices like computers 
and smartphones. These tools can find things like unauthorized access attempts, unusual 
changes to files, or strange actions taken by users.

Network Traffic Monitoring
Implement tools to monitor data flowing through networks. By inspecting this network 
traffic, you can identify any communication that looks malicious, such as attempts to steal 
data or connect to their systems without permission. If they detect something suspicious, 
they can actively block it.



Webinar: Actively Monitor Threats 24

Vulnerability Scanning and 
Patch Management

Regularly scan systems, applications, and network infrastructure to find weaknesses that 
hackers could exploit. When weaknesses are found, fix them by installing security updates 
and patches to make their systems stronger.

User Behavior Analytics (UBA)
Deploy UBA tools to learn how people typically behave on their computer networks. If 
someone starts behaving strangely, these tools can detect it and raise an alarm.

Dark Web Monitoring
Engage specialized services or tools to monitor the dark web for mentions of your 
organization's sensitive information, such as stolen credentials or leaked data. This helps 
identify potential data breaches or cyber threats targeting your organization.

Incident Response Team
Establish an incident response team or leverage the services of a managed security 
provider. This team should be responsible for monitoring security events, investigating 
incidents, and responding promptly and effectively to mitigate the impact.

Security Awareness and 
Reporting

Train employees to be aware of security risks and to report any suspicious activities or 
incidents they notice. Provide training on things like recognizing fake emails, avoiding tricks 
used by hackers, and best practices for handling sensitive information.

Red Teaming and Penetration 
Testing

Conduct periodic red teaming exercises or hire third-party experts to simulate real-world 
attacks and assess the effectiveness of existing security controls. Penetration testing helps 
identify vulnerabilities and provides insights into potential weaknesses.



Easy steps to get started.
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Easy things to implement in your business 
now

• Use strong passwords and security questions

• Keep software up to date

• Use, upgrade, and maintain firewalls

• Install antivirus and anti-malware software

• Be careful about what information you share online

• Educate employees about cyber threats through 
training
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Easy things to implement in your business 
now

• Use security software
• Identify and block threats, such 

as malware and phishing attacks.

• Monitor network traffic
• Identify suspicious activity, such 

as large data transfers or unusual 
login attempts.

• Use threat intelligence
• Identify emerging threats and 

provide insights into the tactics 
and techniques of attackers.

• Threat hunting
• Proactive approach to security 

that involves actively searching 
for threats that may have evaded 
traditional security controls.



How many of the 10 tips and techniques we 
discussed do you currently implement in your 
business?

Your answer will be anonymous.

1. Use strong passwords and 
security questions

2. Keep software up to date
3. Use, upgrade, and maintain 

firewalls
4. Install antivirus and anti-malware 

software

5. Be careful about what information you 
share online

6. Educate employees about cyber threats 
through training

7. Use security software
8. Monitor network traffic
9. Use threat intelligence
10. Threat hunting



AirGuard is the only managed 
security service you need.

AirGuard™
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Stop Ransomware. 
Guaranteed.

AirGapd™
Vulnerability 

Patching

AirCTRL™
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I found a vulnerability. What now?
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Assess the 
threat

Activate your 
incident 

response plan

Isolate and 
contain

Investigate and 
analyze

Mitigate and 
remediate

Communicate 
and report

Learn and 
improve
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• Assess the threat
• Gather as much information as possible about the nature 

and severity of the threat. Determine its impact on your 
systems, data, and overall security posture.

• Activate your incident response plan
• Follow your organization's established incident response 

plan. This plan should outline the steps to be taken when 
responding to a security incident. It may involve notifying 
relevant stakeholders, such as IT personnel, security 
teams, and management.

• Isolate and contain
• If possible, isolate the affected systems or devices from 

the network to prevent the threat from spreading. This 
can involve disconnecting affected devices or segmenting 
the network.
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• Investigate and analyze
• Conduct a thorough investigation to understand the 

source, scope, and extent of the threat. Analyze any 
available logs, system alerts, or forensic evidence to gain 
insights into the incident.

• Mitigate and remediate
• Take appropriate actions to mitigate the threat and 

minimize its impact. This may involve applying patches, 
removing malware, changing passwords, or implementing 
additional security measures. Follow best practices and 
guidance from cybersecurity professionals.
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• Communicate and report
• Keep relevant stakeholders informed about 

the incident and its resolution. Document 
the details of the incident, actions taken, 
and lessons learned for future reference. If 
necessary, report the incident to 
appropriate authorities or regulatory bodies 
as required by applicable laws or 
regulations.

• Learn and improve
• After the incident is resolved, conduct a 

post-incident review to identify areas for 
improvement in your security practices. 
Update your security controls, policies, and 
procedures based on the lessons learned.



More to come!
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• What are SOC and ISO?

• What SOC and ISO cover

• Why you need to comply to SOC and ISO

SOC & ISO – Jun 27, 11:00AM EST

https://zoom.us/webinar/register/WN_qNTSStwiQJOwccnPU_3NPw

• What is RAMP?

• What RAMP covers

• Federal vs State

RAMP – Jun 26, 5:30PM EST

https://zoom.us/webinar/register/WN_bYY52-AlQdeO7AK0SxkA-A

• What is NIST 800-171?

• What NIST 800-171 covers

• What businesses need to comply to NIST 800-171

NIST 800-171 – Jun 28, 1:30PM EST

https://zoom.us/webinar/register/WN_bYY52-AlQdeO7AK0SxkA-A



Your Dedicated Team



(570) 524-6894info@airiam.com

linkedin.com/company/airiam youtube.com/@airiamtech


	Slide 1: THE WEBINAR WILL BEGIN SHORTLY
	Slide 2: Actively Monitor Threats 
	Slide 3: Your Presenters
	Slide 4: Company Overview
	Slide 5: About Airiam
	Slide 6: Frontline Experience to Inform Protection
	Slide 7: Select Customers
	Slide 8: Offices Throughout the United States
	Slide 9: Agenda
	Slide 10: 1. Different Types of & Most Common Threats
	Slide 11: Poll Question
	Slide 12: What Are The Most Common Threats Businesses Face?
	Slide 13: What Are The Most Common Threats Businesses Face?
	Slide 14: Different Types of Threats
	Slide 15: Different Types of Threats
	Slide 16: Different Types of Threats
	Slide 17: 2. Importance of Active Monitoring
	Slide 18: What Each Threat Does
	Slide 19: What Each Threat Does
	Slide 20: What Each Threat Does
	Slide 21: Poll Question
	Slide 22: 3. How to Actively Monitor Threats
	Slide 23
	Slide 24
	Slide 25: 4. Tools & Techniques
	Slide 26: Quick Tips & Techniques
	Slide 27: Quick Tips & Techniques
	Slide 28: Poll Question
	Slide 29: Airiam Tools
	Slide 30: Airiam Tools
	Slide 31: 5. Respond & Improve
	Slide 32: Respond & Improve
	Slide 33: Respond
	Slide 34: Respond
	Slide 35: Improve
	Slide 36: What's Next?
	Slide 37: Simplify Compliance
	Slide 38: Please enter any questions into the chat box.
	Slide 39: Thanks!

